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1
METHODS AND SYSTEMS FOR CREATING
AND REMOVING VIRTUAL MACHINE
SNAPSHOTS BASED ON GROUPS OF
METRICS

RELATED APPLICATIONS

This application is a Continuation of U.S. patent appli-
cation Ser. No. 14/474,014 fled on Aug. 29, 2014, incorpo-
rated herein by reference.

FIELD OF THE INVENTION

The present invention relates to methods and systems for
managing virtual machine snapshots, and more particularly
relates to an order for creating virtual machine snapshots and
an order for removing virtual machine snapshots.

BACKGROUND

To provide some background of a virtual machine,
abstracted representations of several computing systems are
first described. FIG. 1 depicts an abstracted representation of
computing system 1 with a plurality of software applications
(hereinafter, “applications™), a single operating system and
physical hardware. Such components at times may be
referred to as the different “layers™ of the computing system
(i.e., applications layer, operating system layer, physical
hardware layer). The applications utilize the physical hard-
ware (e.g., processors, memory, disk drives, network inter-
face card, sound card, etc.) to help a user (not depicted)
perform a specific task (e.g., word processing, surfing the
web, etc.). The applications, however, typically do not
interact directly with the physical hardware of computing
system 1. Instead, the applications interact with the physical
hardware through an operating system. For example, an
application may send a request to the operating system to
store data on a storage device of the physical hardware, and
the operating system, in turn, may perform such request on
behalf of the application. A single operating system typically
hosts a plurality of applications, and accordingly, is tasked
with managing how the applications share the resources of
the physical hardware so that there are no contentions, data
corruption, etc. On the other hand, the physical hardware of
computer system 1 can typically only host a single operating
system (or more precisely, only one operating system at any
moment).

FIG. 2 depicts an abstracted representation of computing
system 2 with an added layer between the operating system
and the physical hardware. This layer is called the hypervi-
sor (or also the virtual machine manager). In an analogous
manner to how an operating system can manage how a
plurality of applications share the resources of the physical
hardware, the hypervisor can manage how a plurality of
operating systems share the resources of the physical hard-
ware. In computing system 2, the top two layers (i.e.,
applications and operating system) can be bundled together
as a single unit, called a virtual machine.

Since the hypervisor allows a plurality of operating sys-
tems to execute at the same time, a plurality of virtual
machines can also execute at the same time. Such an
arrangement is depicted in computer system 3 of FIG. 3, in
which the hypervisor hosts a plurality of virtual machines
(VMs). Each virtual machine could be a virtual desktop,
allowing a plurality of users to share the resources of the
physical hardware. Alternatively, each virtual machine could

10

20

40

45

2

be a web server and/or an application server, allowing a
plurality of enterprises to share the resources of the physical
hardware.

A virtual machine is typically characterized by the fol-
lowing information: virtual machine data, virtual machine
configuration, and virtual machine operational state. Virtual
machine data may refer to the contents of the virtual
machine’s hard disk (i.e., in-disk data). Such contents may
include the virtual machine’s operating system and applica-
tion data. Typically, a virtual machine’s hard disk does not
correspond to a dedicated physical hard disk (i.e., physical
hard disk that is dedicated to the virtual machine). Rather, a
collection of hard disks is typically shared by a number of
virtual machines. Consequently, a virtual machine’s hard
disk more accurately corresponds to portions of one or more
physical hard disks that are accessible to the virtual machine.
In some cases, a virtual machine’s hard disk is represented
by one or more files (e.g., .vmdk files) that are stored in the
collection of hard disks. Virtual machine data may addition-
ally refer to the contents of the virtual machine’s memory
(i.e., in-memory data). Typically, a virtual machine’s
memory does not correspond to a dedicated memory card or
memory chip (i.e., memory card or memory chip that is
dedicated to the virtual machine). Rather, a pool of memory
(e.g., formed by a plurality of memory cards and/or memory
chips) is typically shared by a number of virtual machines,
s0 a virtual machine’s memory more accurately corresponds
to portions of one or more memory cards and/or memory
chips that are accessible to the virtual machine.

Virtual machine configuration may refer to the hardware
resources required or requested by a virtual machine (e.g.,
the number of virtual central processing units (CPUs), an
amount of random-access memory (RAM), the number of
network interface cards (NICs), etc., and what type of each
hardware components, if the hardware components come in
different types). A virtual CPU refers to one or more CPUs
of the physical hardware that may be shared by one or more
virtual machines.

Virtual machine operational state may refer to the opera-
tional state of a virtual machine (e.g., whether the virtual
machine is powered off, powered on, suspended, whether the
contents of the virtual machine’s memory have been written
to a VMkernel swap file, the number of virtual machine
snapshots, the relationship between snapshots and the virtual
machine’s disks, etc.). Snapshots of a virtual machine are
described below.

The state of a virtual machine typically refers to one or
more of the virtual machine data, the virtual machine
configuration, and virtual machine operational state at a
particular point in time. In some cases, the state of a virtual
machine refers to the virtual machine data, the virtual
machine configuration, and virtual machine operational state
(i.e., all three) at a particular point in time. It is noted that
there is a potential for confusion in terminology as the
“virtual machine operational state” is sometimes called
“virtual machine state” by those in the field of the art, so it
is necessary to rely on the context in which the term (i.e.,
virtual machine state) is used in order to determine whether
virtual machine state refers to one or more of the virtual
machine data, the virtual machine configuration, and virtual
machine operational state at a particular point in time, or just
the virtual machine operational state. To avoid such confu-
sion, virtual machine state will hereinafter refer to one or
more of the virtual machine data, the virtual machine
configuration, and virtual machine operational state at a
particular point in time. When referring specifically to the
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virtual machine operational state, the term “virtual machine
operational state” will be used rather than the “virtual
machine state”.

An operation that can be performed to preserve the state
of a virtual machine at a particular point in time is called
snapshotting. The information representing the state of a
virtual machine at a particular point in time, after a snap-
shotting operation, may be called a virtual machine snapshot
(or just a snapshot in short, if the context is clear). After a
snapshot is taken at a particular time, a user can revert to the
state of the virtual machine at that particular time (i.e., return
one or more of the virtual machine data, virtual machine
operational state, and virtual machine configuration to the
state they were in at the time the snapshot was taken).

There are two types of virtual machine snapshots: crash-
consistent snapshots and application-consistent snapshots. A
crash-consistent snapshots only preserves the contents of a
virtual machine’s disk, whereas an application-consistent
snapshot preserves the contents of the virtual machine’s disk
and memory. More precisely, data in the operating system’s
file system buffer (e.g., data that has been saved in the
operating system’s file system buffer but not yet saved on
disk) may be saved in an application-consistent snapshot,
but not saved in a crash-consistent snapshot. To elaborate,
data may be saved in the operating system’s file system
buffer when an application (e.g., a word processing appli-
cation) performs a save operation. On the other hand,
unsaved application data (e.g., changes made to a Micro-
soft™ Word™ document that have not yet been saved) may
not be captured by either a crash-consistent snapshot or an
application-consistent snapshot.

In terms of performance, a crash-consistent snapshot has
no impact (or very little impact) on the hypervisor or the
virtual machine, as it is created and managed by the under-
lying disk storage (or disk storage system) without any
interaction with the hypervisor. An application-consistent
snapshot, on the other hand, does involve the hypervisor.
First, the hypervisor flushes the in-memory data of the
virtual machine to disk (e.g., creates a file on the disk storage
system that holds a point-in-time copy of the in-memory
data of the virtual machine). Second, the hypervisor makes
the file (or possibly, plurality of files) that holds the in-disk
data of the virtual machine read only and creates a separate
file to store any new data or modifications to existing data.
The former file (i.e., the file holding the in-disk data) is
typically called the parent disk, and the latter file (i.e., the
file storing new data or modifications to existing data) is
often called the child disk (or delta disk). While crash-
consistent snapshots have been described to offer a point of
contrast to application-consistent snapshots, the remainder
of the discussion will focus on application-consistent snap-
shots.

A virtual machine snapshot typically does not require the
copying or duplication of any data (other than the point-in-
time copy of the in-memory data of the virtual machine), but
rather “freezes” the state of the virtual machine at a certain
point in time by the creation of the read-only parent disk. If
the user decides to restore the state of the virtual machine to
that of the snapshot, the child disk is deleted and the virtual
machine reverts to the state stored in the parent disk. Such
operation is sometimes called “restoring” a snapshot. If the
user decides that the snapshot is no longer needed (i.e., there
is no longer a need to restore the virtual machine to the state
when the snapshot was taken), the data of the child disk is
incorporated (or merged) into the parent disk. Such opera-
tion is sometimes referred to as the “removal” or “deletion”
of a snapshot.
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While virtual machine snapshots are a useful administra-
tive tool (e.g., allowing a user to restore a virtual machine to
its state from an earlier point in time), virtual machine
snapshots may negatively impact the performance of virtual
machines and hypervisors. Such performance impact and
techniques to address same are discussed herein.

SUMMARY OF THE INVENTION

In accordance with one embodiment, techniques are pro-
vided which minimize the performance impact of virtual
machine snapshots on virtual machines and hypervisors. In
the process of taking virtual machine snapshots in conjunc-
tion with a volume snapshot (volume snapshots described
below) (i) snapshots of all virtual machines associated with
a volume (e.g., a logical partition of a RAID group) may be
taken, (ii) a volume snapshot may be taken, and (iii) all the
virtual machine snapshots may be removed. In such a
process, the virtual machine snapshots may be created in a
first order and may be removed in a second order. Specifi-
cally, snapshots for busy virtual machines (e.g., virtual
machines with higher disk write activity) may be taken last
and removed first, whereas snapshots for idle virtual
machines (e.g., virtual machines with lower disk write
activity) may be taken first and removed last. Consequently,
snapshots of busy virtual machines may be retained for the
shortest amount of time, thereby minimizing the impact of
virtual machine snapshots on busy virtual machines. It is
noted that the larger the variation in disk write activity, the
greater the benefits of the virtual machine snapshot ordering
techniques described herein (e.g., in terms of a reduction in
the cumulative time to remove all virtual machine snapshots,
and reduced disk reads and writes for the hypervisor and the
storage system).

Various measurements may be taken to ascertain the disk
write activity associated with each virtual machine. For
example, the number and/or rate of disk writes of a virtual
machine may be measured in a time period prior to the
virtual machine’s snapshot creation, such measurement
referred to herein as metric 1. As another example, the
number and/or rate of disk writes between the creation of a
snapshot to just after the completion of the volume snapshot
may be measured for each virtual machine, such measure-
ment referred to herein as metric 2. As another example, the
time taken to create a virtual machine snapshot may be
measured for each virtual machine, such measurement
referred to herein as metric 3. As another example, the size
of the child disk just after the conclusion of the volume
snapshot could be measured for each virtual machine, such
measurement referred to herein as metric 4. Metric 1 could
be used to determine the first order in which the virtual
machine snapshots are created (as it is determined prior to
the creation of snapshots), whereas one or more of metrics
1-4 may be used to determine the second order in which the
virtual machine snapshots are removed.

When more than one metric is used to ascertain the disk
write activity of a virtual machine, weights may be associ-
ated with the respective metrics. Higher weight may be
assigned to those metrics known to be better indicators (or
predictors) of disk write activity and/or known to be more
correlated with virtual machine and hypervisor performance.

In accordance with one embodiment, a storage system
may determine a first order of the virtual machines associ-
ated with a storage volume, the determination being based
on one or more metrics associated with the virtual machines.
The storage system may then request a snapshot to be
created for each of the virtual machines so as to maintain a
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state of each of the virtual machines, wherein the request
causes respective processes that create each of the virtual
machine snapshots to be initiated in the first order. Once the
virtual machine snapshots have been created, the storage
system may create a snapshot of the storage volume so as to
maintain a state of the storage volume. The storage system
may then determine a second order of the virtual machines,
the determination being based on one or more of the metrics
associated with the virtual machines. The storage system
may then request the virtual machine snapshots to be
removed, the request causing respective processes that
remove each of the virtual machine snapshots to be initiated
in the second order. The state of the storage volume may
include the state of each one of the virtual machines. As a
consequence, the volume snapshot may maintain the state of
each of the virtual machines even after the virtual machine
snapshots have been removed.

These and other embodiments of the invention are more
fully described in association with the drawings below.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 depicts an abstracted representation of a comput-
ing system in which the operating system directly interfaces
with the physical hardware of the computing system.

FIG. 2 depicts an abstracted representation of a comput-
ing system in which the operating system interfaces with the
physical hardware via a hypervisor.

FIG. 3 depicts an abstracted representation of a comput-
ing system in which a hypervisor interfaces a plurality of
virtual machines with the physical hardware.

FIG. 4 depicts a storage system communicatively coupled
to a host, in accordance with one embodiment.

FIGS. 5A-C depict a storage system communicatively
coupled to a host and virtual machines instantiated on the
host, in accordance with one embodiment.

FIG. 6 depicts one or more disks associated with a virtual
machine before and after a virtual machine snapshot creation
operation, and before and after a virtual machine snapshot
removal operation, in accordance with one embodiment.

FIG. 7 depicts a sequence diagram of respective snapshot
creation and snapshot removal operations for a plurality of
virtual machines, in accordance with one embodiment.

FIGS. 8A-8C depict a sequence diagram of the various
interactions between a group management daemon, a pro-
tection manager and a hypervisor manager that may occur in
the process of taking a volume snapshot, in accordance with
one embodiment.

FIGS. 9A-9B depict tables containing (i) virtual machine
rankings for each of a plurality of metrics, and (ii) the
weights associated with the metrics, in accordance with one
embodiment.

FIG. 10 depicts components of a computer system in
which computer readable instructions instantiating the meth-
ods of the present invention may be stored and executed.

DETAILED DESCRIPTION OF THE
INVENTION

In the following detailed description of the preferred
embodiments, reference is made to the accompanying draw-
ings that form a part hereof, and in which are shown by way
of illustration specific embodiments in which the invention
may be practiced. It is understood that other embodiments
may be utilized and structural changes may be made without
departing from the scope of the present invention. Descrip-
tion associated with any one of the figures may be applied
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to a different figure containing like or similar components/
steps. While the flow diagrams each present a series of steps
in a certain order, the order of the steps is for one embodi-
ment and it is understood that the order of steps may be
different for other embodiments.

FIG. 4 depicts system 10 in which storage system 12 may
be communicatively coupled to host 14, in accordance with
one embodiment. Host 14 may transmit read and/or write
requests to storage system 12, which in turn may process the
read and/or write requests. While not depicted, storage
system 12 may be communicatively coupled to host 14 via
a network. The network may include a LAN, WAN, MAN,
wired or wireless network, private or public network, etc.

Storage controller 16 of storage system 12 may receive
the read and/or write requests and may process the read
and/or write requests by, among other things, communicat-
ing with one or more of a plurality of storage units (28, 30,
32, 34). The plurality of storage units may be collectively
referred to as storage array 26. While each of the storage
units is depicted as a disk drive (typically understood as a
magnetic disk based storage device) in FIG. 4, the storage
devices more generally may include one or more solid-state
drives (e.g., flash drives), magnetic disk drives (e.g., hard
disk drives), optical drives, etc. While four disk drives have
been depicted in storage array 26, this is not necessarily so,
and a different number of disk drives may be employed in
storage array 26.

Storage controller 16 may include processor 18, random
access memory (RAM) 20 and non-volatile random access
memory (NVRAM) 22. Processor 18 may direct the han-
dling of read and/or write requests, and may oversee a
volume snapshot (described below). RAM 20 may be used
as a buffer (e.g., storing yet to be processed read and/or write
requests) and/or may be used as a cache (e.g., storing data
that has been retrieved from storage array 26 but not yet
provided to host 14). A portion of RAM 20 may be referred
to herein as the main memory of storage system 12.
NVRAM 22 may store data that must be maintained, despite
a loss of power to storage system 12.

FIG. 5A depicts system 10' (which is a variant of system
10), within which embodiments of the present invention
may be instantiated. In system 10', storage system 12 is
communicatively coupled to a specific embodiment of host
14. Instantiated within host 14 are hypervisor 70 and hyper-
visor 72. Hypervisor 70 may interface virtual machines 50,
52, 54, 56 and 58 with physical hardware 73 of host 14.
Likewise, hypervisor 72 may interface virtual machines 60,
62, 64, 66 and 68 with physical hardware 73 of host 14. It
is noted that the number of virtual machines per hypervisor
(5 in this description) is exemplary and any number of
virtual machines per hypervisor may be present in practice.
It is also noted that the number of hypervisors communica-
tively coupled to physical hardware 73 of host 14 (2 in this
description) is also exemplary and any number may be
present in practice. Examples of hypervisors are ESX™ (or
an ESX host) from VMware, Inc.™ of Palo Alto, Calif.; a
Xen™ hypervisor from Citrix Systems™ of Fort Lauder-
dale, Fla.; and a Hyper-V™ from Microsoft Corporation™
of Redmond, Wash.

It is noted that host 14 may be one embodiment of
computer system 3 depicted in FIG. 3. One feature of host
14 not described above in connection with FIG. 3 is that
some of the information (e.g., virtual machine data, virtual
machine operational state, and virtual machine configura-
tion) associated with each of the virtual machines may not
be stored locally on physical hardware 73 of host 14, but
rather may be stored remotely in storage system 12 (i.e.,
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remote from the perspective of host 14). With respect to the
virtual machine data, the in-memory data of the virtual
machine may be stored in the memory of physical hardware
73, while the in-disk data of the virtual machine may be
stored in storage system 12.

There may be a variety of reasons for using such remote
storage. For example, the storage capacity of storage system
12 may be larger than the storage capacity of host 14,
allowing the virtual machines to store a larger amount of
data. Another reason may be a snapshot manager that is
provided on storage system 12, but not on host 14. Yet
another reason may be data integrity. The data on storage
system 12 may be stored using data redundancy techniques
which allow data to be recovered even if some data bits are
corrupted, while data redundancy may not be employed (or
may be employed to a lower degree) on host 14.

For ease of explanation, the internal components of stor-
age system 12 have been redrawn in system 10' of FIG. 5A
(as compared to its representation in FIG. 4). Depicted
within storage system 12 is volume 76, which represents a
storage area located on one or more of disk drives (28, 30,
32 and 34). If storage array 26 is implemented with RAID
(redundant array of independent disks) techniques, volume
76 may be a logical partition of a RAID group of storage
array 26.

Within volume 76 is datastore 78, which represents a
portion of volume 76 that is made accessible (via a file
system) to hypervisors 70 and 72. Each of the hypervisors in
turn makes datastore 78 accessible to its associated virtual
machines, and each virtual machine may store its on-disk
data on datastore 78. Typically, only one datastore is instan-
tiated on a single volume (as depicted), but it is possible for
a datastore to be distributed across multiple volumes (not
depicted).

FIG. 5A also depicts protection manager 82 communica-
tively coupled to group management daemon 80, which may
be both instantiated on storage system 12, or more specifi-
cally, instantiated on storage controller 16 of storage system
12. Hypervisor manager 74 (which may be instantiated on
server 75 separate from both host 14 and storage system 12)
may interface protection manager 82 with hypervisors 70
and 72. More specifically, hypervisor manager 74 may keep
a record of the virtual machines instantiated on host 14 (as
well as other hosts) and a record of where the data of each
virtual machine is stored (e.g., a virtual machine to datastore
to storage system mapping). An example of a hypervisor
manager is a vCenter Server™ from VMware. The operation
of protection manager 82, group management daemon 80
and hypervisor manager 74 will be described in more detail
below in association with FIGS. 8A-8C.

As a brief overview of the communication between the
components of FIG. 5A, when an administrator (not
depicted) requests hypervisor manager 74 to activate a
particular virtual machine on a particular hypervisor (for
purposes of discussion, assume the virtual machine is VM
50 and the hypervisor is hypervisor 70), hypervisor manager
74 may instruct hypervisor 70 to read the on-disk data of
virtual machine 50 from datastore 78 of storage system 12
(e.g., information such as the operating system, and other
data of the virtual machine). Hypervisor 70 may then read
the on-disk data into its local random-access memory
(RAM) (i.e., RAM on physical hardware 73) and start
executing the virtual machine’s operating system. All
changes to the virtual machine’s on-disk data (as the result
of operation of the virtual machine) may be sent to storage
system 12 with the assistance of hypervisor 70.
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In FIG. 5B, implicit connections (e.g., data flow between
two components which may pass through other components)
of system 10" are annotated using dotted arrows. An implicit
connection exists between hypervisor 70 and datastore 78,
as well as between hypervisor 72 and datastore 78. Implicit
connections also connect hypervisor manager 74 to each of
protection manager 82, hypervisor 70 and hypervisor 72.
Such implicit connections were previously described in
association with FIG. 5A, and are now annotated in FIG. 5B
to make these communication paths more apparent.

FIG. 5C is an abstracted version of FIG. 5B, depicting
those components and communication paths of system 10'
that are most relevant to the discussion below. Physical
hardware 73 (of host 14) and its communication paths to
each of the hypervisors have been omitted, but it should be
understood that such omission is only for conciseness of
presentation and such component and paths are not actually
omitted from host 14. Server 75, on which hypervisor
manager 74 is instantiated, is also omitted for conciseness of
presentation. Implicit connections drawn using dotted
arrows in FIG. 5B have been redrawn using solid arrows in
the more abstract representation of FIG. 5C.

To facilitate the discussion of virtual machine snapshots,
FIG. 6 depicts a portion of the state of virtual machine 50
(i.e., on-disk data of the virtual machine) before and after its
snapshot is taken (i.e., before and after a VM snapshot
creation operation). Prior to a VM snapshot creation opera-
tion, the on-disk data of virtual machine 50 is located on disk
90 (i.e., a file on datastore 78). With the assistance of
hypervisor 70, virtual machine 50 may read data from and
write data to disk 90. After a virtual machine snapshot, disk
90 is marked as read only and becomes parent disk 92.
Further, a child disk 94 (i.e., also a file on datastore 78) is
created for storing any new data and modified data of virtual
machine 50. Child disk 94 is read/write accessible. Follow-
ing the virtual machine snapshot, the performance of virtual
machine 50 and hypervisor 70 may be degraded during read
operations. Instead of simply reading from disk 90 (i.e.,
which was possible prior to the virtual machine snapshot),
hypervisor 70 may need to first read from parent disk 92 and
then additionally determine whether any modifications to the
data exist on child disk 94. The snapshot, on the other hand,
may have little impact on the virtual machine’s (and the
hypervisor’s) performance for write operations, as data may
be written to child disk 94 in a similar manner to how it was
written to disk 90.

FIG. 6 further depicts the state of virtual machine 50
(more precisely, the on-disk data) after its snapshot is
removed (i.e., after a VM snapshot removal operation). The
removal operation (i.e., performed by hypervisor 70) causes
the data on child disk 94 to be merged onto parent disk 92,
and causes the manner in which hypervisor 70 interfaces
with datastore 78 to revert back to its original operation (i.e.,
the operation prior to the VM snapshot creation operation).
The resulting disk is depicted as disk 96, which is read/write
accessible just like disk 90. Such merging operation may
degrade the performance of virtual machine 50 and hyper-
visor 70, with the degree of the degradation proportional to
the size of child disk 94. To elaborate, the more data that is
on child disk 94, the more processing that will be involved
(and the more time it will take) to transfer data on child disk
94 to parent disk 92.

Another way to understand the performance impact of a
virtual machine snapshot on data writes to datastore 78
(while the virtual machine snapshot exists) is to consider
that every data write incurs an “extra” data read and write,
as compared to a data write prior to a virtual machine
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snapshot. The extra data read occurs during the snapshot
removal operation when data must be read from the child
disk, and the extra data write occurs during the snapshot
removal operation when data must be written from the child
disk to the parent disk.

One way to address the performance impact of a virtual
machine snapshot is to remove the snapshot as soon as it is
not needed. This will minimize the time the hypervisor is
required to read from both the parent and child disks, and
will further minimize the time it takes for the hypervisor to
remove the virtual machine snapshot (i.e., by minimizing the
size of the child disk). While this strategy has merit, it is of
no use if the virtual machine snapshot must be maintained
for an extended period of time.

One may wonder whether it is possible to achieve the best
of'both worlds—to both maintain a virtual machine snapshot
for an extended period of time and minimize the perfor-
mance impact of the virtual machine snapshot. The use of a
volume snapshot in conjunction with a virtual machine
snapshot indeed makes it possible to satisty both of these
objectives. Before detailing how a volume snapshot is
employed in conjunction with a virtual machine snapshot,
some background information is provided regarding a vol-
ume snapshot.

As suggested by its respective names, a volume snapshot
preserves the state of a volume (e.g., volume 76), whereas a
virtual machine snapshot preserves the state of a virtual
machine (e.g., virtual machine 50). If, however, the state of
a virtual machine is stored on a volume (e.g., parent and
child disk of virtual machine 50 are stored on volume 76)
and a snapshot of the volume is taken, whatever information
that is stored on volume 76 will be preserved, in turn
preserving the state of the virtual machine.

Conceptually, a volume snapshot is similar to a virtual
machine snapshot in that they both allow one to revert to the
state of a system or device at an earlier point in time. The
technical manner in which a volume snapshot is captured,
however, is different than the manner in which a virtual
machine snapshot is captured. Whereas a virtual machine
snapshot involves the creation of a parent and child disk
(essentially freezing the state of the virtual machine on the
parent disk), a volume snapshot operates on the pointers that
organize the data on a volume. A volume snapshot essen-
tially freezes the pointers and is a computationally efficient
way to take and maintain a snapshot of a large quantity of
data. The specific manner to implement a volume snapshot
is known in the art and will not be described further herein.

Lastly, it is noted that a volume snapshot is performed by
storage controller 16 and does not require the involvement
of'any hypervisors. Therefore, while a volume snapshot may
have a small impact on the performance of storage system 12
(and the performance of a volume in particular), a volume
snapshot does not particularly impact the performance of
virtual machines and/or hypervisors. A simplified example
may be illustrative here. Suppose that a virtual machine
snapshot of virtual machine 50 reduces the performance of
virtual machine 50 and hypervisor 70 by 25%. Suppose
further that a volume snapshot of volume 76 reduces the
performance of volume 76 by 0.1%. As virtual machine 50
and hypervisor 70 interact with volume 76, a volume snap-
shot will likewise reduce the performance of virtual machine
50 and hypervisor 70 by 0.1%, but this 0.1% will have a
much smaller impact than the 25% reduction in performance
from a virtual machine snapshot.
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How a volume snapshot is used in conjunction with a
virtual machine snapshot should now be more apparent.
First, a virtual machine snapshot is taken. The virtual
machine snapshot is immediately followed by a volume
snapshot, which is then immediately followed by the
removal of the virtual machine snapshot. This scheme, in
fact, is able to achieve the best of both worlds. By removing
the virtual machine snapshot (i.e., incorporating the child
disk into the parent disk) soon after it is created, the
performance impact on the hypervisor and virtual machine
is minimized. While the virtual machine snapshot is
removed, the state of the virtual machine is still maintained
by the volume snapshot.

In light of such benefits, it might seem logical to perform
a volume snapshot after every virtual machine snapshot.
This approach, however, might not be practical or efficient.
Recall, a volume snapshot is a computationally efficient
process so it does not degrade the performance of a volume
by much. On the other hand, if volume snapshots were
performed in a rapid-fire manner, the cumulative effect of
the volume snapshots might start to degrade the performance
of the volume. Worse yet, a reduction in the volume’s
performance might degrade the performance of every com-
ponent and/or process that interfaces with the volume.
Accordingly, the performance of all ten virtual machines
depicted in FIG. 5A might be degraded if the performance
of volume 76 were degraded. In addition, storage systems
typically support a limited number of volume snapshots.
Performing a volume snapshot after each virtual machine
snapshot (and further retaining each volume snapshot after
it is created) would cause the storage system to reach the
volume snapshot limit very quickly.

Since a volume snapshot preserves the state of all the data
on a volume, a compromise is to take snapshots of all virtual
machines associated with a volume, then take a volume
snapshot (i.e., preserving all the virtual machine snapshots
with a single volume snapshot), and then remove all the
virtual machine snapshots. Such an approach minimizes the
number of volume snapshots (i.e., one volume snapshot for
all virtual machine snapshots versus one volume snapshot
for each virtual machine snapshot). The tradeoff is that
virtual machine snapshots need to be maintained for a longer
time. To elaborate, instead of taking a volume snapshot
immediately after a single virtual machine snapshot has been
created, the volume snapshot will occur only after all virtual
machine snapshots have been created, increasing the amount
of time that at least some of the virtual machine snapshots
need to be maintained.

Such scenario is explained in more detail in the sequence
diagram of FIG. 7. For ease of discussion (and illustration),
only three virtual machines (50, 52 and 54) are included in
the sequence diagram. The sequence diagram illustrates the
virtual machine snapshot of VM 50 being created at time t,,
the virtual machine snapshot of VM 54 being created at time
t5, and the virtual machine snapshot of VM 52 being created
at time t,. Returning to the discussion of the tradeoff, if one
were to take volume snapshots after each virtual machine
snapshot, one could take a volume snapshot at time t;,
immediately after the virtual machine snapshot of VM 50
concludes. Instead, using the approach that takes a volume
snapshot only after all virtual machine snapshots have
concluded, the volume snapshot is taken at time ts, length-
ening the time that at least some of the virtual machine
snapshots (e.g., snapshot of VM 50) need to be maintained.

An optimization in the context of FIG. 7 is now described
which takes into account the disk write activity of each
virtual machine. Virtual machines with a higher disk write
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activity will be more impacted by virtual machine snapshots,
as the size of their respective child disks will grow more
rapidly as compared to virtual machines with a lower disk
write activity. Accordingly, the snapshots of virtual machine
that have the highest disk write activity should be main-
tained for the shortest amount of time. In other words, those
child disks that grow the most rapidly ideally will be given
the least time to grow in order to restrict their overall size
and reduce the time it takes to remove a virtual machine
snapshot. To satisfy such goal, snapshots of “busy” virtual
machines (i.e., those with a high disk write activity) could be
taken last and removed first. Such approach will be
described in detail below.

One initial task is to order the virtual machines by their
respective disk write activity. Such ordering may be per-
formed by first monitoring each virtual machine’s disk write
activity over a period of time (e.g., 15 minutes, 1 hour) prior
to the first snapshot operation. As depicted in FIG. 7, the disk
write activity associated with each virtual machine could be
monitored from time t; to time t,. A measure of the disk
write activity over such a period (prior to the first snapshot
operation) will be referred to herein as metric 1. Such disk
write activity could be measured in terms of the amount of
data written to the virtual machine’s disk (i.e., “disk” file),
the number of write operations to the disk, or the rate of data
writes to the disk (e.g., amount of data written to the disk
divided by the length of the monitoring period). In the
example of FIG. 7, assume the monitoring indicates that VM
52 has the highest disk write activity, followed by VM 54
and then followed by VM 50. Accordingly, the snapshot of
VM 50 would occur first, followed by the snapshot of VM
54, and subsequently followed by the snapshot of VM 52 (as
depicted in FIG. 7). It is noted that the time duration of each
snapshot creation operation may vary (as depicted in FIG.
7), so to clarify, the order in which snapshots are created
refers to the order in which the snapshot creation operations
are initiated, and does not necessarily correspond to the
order in which the snapshots are completed.

It is noted that for the virtual machine and hypervisor
performance, what actually matters is the disk write activity
after a virtual machine snapshot (as these writes will cause
the size of the child disk to grow). Accordingly, one would
ideally order the virtual machines snapshots based on the
disk write activity after a virtual machine snapshot. How-
ever, measurements after a virtual machine snapshot are
certainly not available prior to the snapshot. Consequently,
the approach taken is actually an approximation. Disk write
activity prior to a virtual machine snapshot (captured in
metric 1) is used to estimate the disk write activity after a
virtual machine snapshot. Such approximation is accurate in
the instances where the disk write activity of a virtual
machine remains relatively unchanged after its snapshot.

One might assume that based on metric 1, one would
remove the snapshot of VM 52 first, followed by the
snapshot of VM 54, followed by the snapshot of VM 50.
While such an approach is possible (and indeed could be
implemented), it may not be the most optimal approach, as
the disk write activity could fluctuate. For example, the disk
write activity could change after time t, and/or the disk write
activity during the monitoring period (i.e., between t, and t,)
may not be representative of a virtual machine’s typical
behavior (e.g., a virtual machine is usually busy, but it just
happened that during the monitoring period for metric 1, the
virtual machine was idle). To better ascertain each virtual
machine’s disk write activity, further measurements may be
taken.
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For instance, the disk write activity between the creation
and removal of a virtual machine snapshot may be measured
for each virtual machine, such measurement referred to
herein as metric 2. In one embodiment, the disk write
activity for each virtual machine may be monitored between
time t5 (e.g., just after all virtual machine snapshots have
been taken) and just prior to time tg (e.g., just after the
completion of the volume snapshot). Such disk write activity
could be measured in terms of the amount of data written to
the child disk, the number of write operations to the child
disk, or the rate of data writes to the child disk (e.g., amount
of data written to the child disk divided by the length of the
monitoring period). In another embodiment, the time periods
monitored for each virtual machine need not be identical
across all virtual machines, but for a fair comparison, the
disk write activity would be measured in terms of the data
rate (rather than the amount of data). For instance, metric 2
for virtual machine 50 could be measured from time t; to just
prior to time tg.

As another example, the time taken to create a virtual
machine snapshot may be measured for each virtual
machine, such measurement referred to herein as metric 3.
Recall, the creation of a virtual machine snapshot involves
flushing the in-memory data of the virtual machine (e.g.,
located in the memory of physical hardware 73) to disk (e.g.,
datastore 78 of storage system 12) and creating the parent
and child disk. For example, such in-memory data may
include changes made to data resident on disk that have not
yet been saved to disk, or new data stored in the operating
system’s file system buffer that has not yet been saved to
disk. A large portion of the processing during such creation
operation is due to the flushing of the in-memory data to
disk, so metric 3 may be a good indicator of the amount of
the in-memory data. Typically, the amount of in-memory
data is correlated with the disk write activity (i.e., the more
in-memory data, the higher the disk write activity), so metric
3 can be used to infer the disk write activity at the time of
the virtual machine snapshot. Further, assuming that the disk
write activity does not fluctuate too much, the time taken to
create a virtual machine snapshot can be used to infer the
disk write activity after the virtual machine snapshot.

As another example, the size of the child disk just after the
conclusion of the volume snapshot could be monitored, such
measurement referred to herein as metric 4. Metric 4 is very
related to metric 2, as the write activity monitored in metric
2 corresponds exactly to the data that is written to the child
disk. It is noted that metric 4 may be directly measured by
protection manager 82 (in the instance that the protection
manager 82 has access to the child disk), or may need to be
measured with the assistance of hypervisor manager 74 (in
the instance that protection manager 82 does not have access
to the child disk).

Upon measuring metrics 1-4, one or more of the metrics
may be used to determine an order for removing the virtual
machine snapshots. In a preferred embodiment, a weighted
combination of the metrics may be used to determine the
order. Example weights and an example approach for form-
ing the weighted combination are described below in asso-
ciation with FIGS. 9A and 9B. In the example of FIG. 7,
assume that a weighted combination of the metrics indicates
that VM 54 has the highest disk write activity, followed by
VM 52 and then followed by VM 50. Accordingly, the
snapshot of VM 54 would be removed first, followed by the
snapshot of VM 52, and subsequently followed by the
snapshot of VM 50 (as depicted in FIG. 7). It is noted that
the time duration of each snapshot removal operation may
vary (as depicted in FIG. 7), so to clarity, the order in which
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snapshots are removed refers to the order in which the
snapshot removal operations are initiated, and does not
necessarily correspond to the order in which the snapshot
removals are completed.

It is noted that FIG. 7 is a somewhat simplified illustration
of the virtual machine ordering that occurs in practice. In
practice, the creation of multiple virtual machine snapshots
may be initiated simultaneously and the removal of multiple
virtual machine snapshots may be initiated simultaneously.
Therefore, the ordering of virtual machines may actually
correspond to the ordering of groups of virtual machines.
For example, in the instance that the order for the virtual
machines is determined as VMs 50, 60, 54, 64, 52 and 62
(ordered from least disk write activity to most disk write
activity), the snapshots for VMs 50 and 60 may both be
initiated at time t,; the snapshots for VMs 54 and 64 may
both be initiated at time t5; and the snapshots of VMs 52 and
62 may both be initiated at time t,.

If the creation (or removal) of multiple virtual machines
snapshots may be initiated simultaneously, one might won-
der why the ordering of virtual machines even matters, as
one could initiate the creation (or removal) of all virtual
machines snapshots on a volume at the same time. Such a
scheme is, however, not desirable as the creation of all
virtual machines snapshots in parallel would likely result in
all virtual machine snapshots taking a longer time (relative
to the snapshot of a single one of the virtual machines). In
practice, there is an upper limit on the number of virtual
machine snapshots that can be efficiently created (or
removed) in parallel, leading to the snapshots of at least
some virtual machines being initiated at a different time than
other virtual machines.

FIGS. 8A-8C depict a sequence diagram of the commu-
nication of various commands and data between group
management daemon 80, protection manager 82 and hyper-
visor manager 74 to facilitate the snapshot of a volume and
its associated virtual machines. Such sequence diagram is, of
course, exemplary in nature and variations to the sequence
diagram may be possible. At step 102, hypervisor manager
74 may monitor for metric 1. At step 104, group manage-
ment daemon 80 may request protection manager 82 to
initiate a process to take virtual machine snapshots of one or
more virtual machines (or all virtual machines) associated
with a particular volume. In the example of FIG. 5C, the
volume could be volume 76. The group management dae-
mon’s request may be in response to a periodically sched-
uled snapshot of a volume.

At step 106, protection manager 82 may request hyper-
visor manager 74 to identify the virtual machines associated
with the volume (i.e., the volume specified in step 104). At
step 108, hypervisor manager 74 may determine a datastore
associated with the volume. In the example of FIG. 5C,
hypervisor manager 74 may determine that datastore 78 is
associated with volume 76. At step 110, hypervisor manager
74 may determine the virtual machines associated with the
datastore. In the example of FIG. 5C, hypervisor manager 74
may determine that virtual machines 50, 52, 54, 56, 58, 60,
62, 64, 66 and 68 are associated with datastore 78. At step
112, hypervisor manager 74 may report the virtual machines
associated with the volume to protection manager 82.

At step 114, protection manager 82 may request hyper-
visor manager 74 to report metric 1 for the virtual machines
associated with the volume. At step 116, hypervisor manager
74 may report metric 1 for the virtual machines associated
with the volume. At step 118, protection manager 82 may
determine an order for the virtual machines based on metric
1, for example, ordering the virtual machines that are less
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“busy” (i.e., those with a lower disk write activity) before
those that are more “busy” (i.e., those with a higher disk
write activity). At step 120, protection manager may request
hypervisor manager 74 to take a snapshot of each of the
virtual machines in accordance with the determined order.
At step 122, hypervisor manager 74 may create a snapshot
of each of the virtual machines in the requested order, and
at the same time, monitor for metric 3. In creating the
snapshots, hypervisor manager 74 may actually instruct each
of hypervisors 70 and 72 to create the snapshots. In the
context of FIG. 5C, suppose the virtual machines were
ordered as follows: VM 54, VM 60, VM 58, VM 56, VM 68,
VM 66, VM 64, VM 62, VM 50, VM 52. Hypervisor
manager 74 may instruct hypervisor 70 to take a snapshot of
VM 54; then, hypervisor manager 74 may instruct hypervi-
sor 72 to take a snapshot of VM 60; then, hypervisor
manager 74 may instruct hypervisor 70 to take a snapshot of
VM 58; and so on. At step 124, hypervisor manager 74 may
report the completion of all the virtual machine snapshots to
protection manager 82. At step 126, protection manager 82
may report the completion of the virtual machine snapshots
to group management daemon 80. Subsequent to step 124,
hypervisor manager 74 may also monitor for metric 2 (step
128).

At step 130, group management daemon 80 may create a
snapshot of the volume. In the example of FIG. 5C, group
management daemon 80 may create a snapshot of volume
76. At step 132, group management daemon 80 may transmit
a request to protection manager 82 to remove all the virtual
machine snapshots associated with the volume (i.e., the
volume for which the volume snapshot just completed). At
step 134, protection manager 82 may request hypervisor
manager 74 to identify all the virtual machines that are
associated with the volume. At step 136, hypervisor manager
74 may determine a datastore associated with the volume. In
the example of FIG. 5C, hypervisor manager 74 may deter-
mine that datastore 78 is associated with volume 76. At step
138, hypervisor manager 74 may determine the virtual
machines associated with the datastore. In the example of
FIG. 5C, hypervisor manager 74 may determine that virtual
machines 50, 52, 54, 56, 58, 60, 62, 64, 66 and 68 are
associated with datastore 78. At step 140, hypervisor man-
ager 74 may report the virtual machines associated with the
volume to protection manager 82. It is noted that steps 134,
136, 138 and 140 need not be performed if protection
manager 82 maintains a record of the virtual machines
associated with each volume (e.g., such record recording the
information previously received during step 112).

At step 142, protection manager 82 may request metrics
2, 3 and 4 for the virtual machines associated with the
volume. Upon receiving the request for metrics 2, 3 and 4,
hypervisor manager 74 should already have the data for
metrics 2 and 3 available, as it was already monitoring for
these metrics in steps 122 and 128. If hypervisor manager 74
does not have the data for metric 4 available, it may
determine same at step 144. At step 146, hypervisor manager
74 may report metrics 2, 3 and 4 to protection manager 82.
Based on one or more of metrics 1-4, protection manager 82
may determine an order of the virtual machines (step 148),
for example, ordering the virtual machines that are more
“busy” before those that are less “busy”. At step 150,
protection manager 82 may request hypervisor manager 74
to remove the snapshot of each virtual machine in accor-
dance with the determined order. At step 152, hypervisor
manager 74 may remove the snapshot of each of the virtual
machines in the requested order. In removing the snapshots,
hypervisor manager 74 may actually instruct each of hyper-
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visors 70 and 72 to remove the snapshots. In the context of
FIG. 5C, suppose the virtual machines were ordered as
follows: VM 50, VM 62, VM 52, VM 56, VM 66, VM 68,
VM 64, VM 60, VM 58, VM 54. Hypervisor manager 74
may instruct hypervisor 70 to remove the snapshot of VM
50; then, hypervisor manager 74 may instruct hypervisor 72
to remove the snapshot of VM 62; then, hypervisor manager
74 may instruct hypervisor 70 to remove the snapshot of VM
52; and so on. At step 154, hypervisor manager 74 may
report the completion of the virtual machine snapshot
removal to protection manager 82. At step 156, protection
manager 82 may report the completion of the virtual
machine snapshot removal to group management daemon
80.

FIGS. 9A and 9B provide further details on the relative
weighting of the metrics and how to combine the metrics to
arrive upon an order to remove the virtual machines. For
ease of discussion, FIG. 9A only analyzes five out of the ten
virtual machines of FIG. 5C (i.e., VM 50, VM 52, VM 54,
VM 56 and VM 58), while all of the virtual machines of F1G.
5C could be analyzed in practice. As depicted in FIG. 9A,
the five virtual machines may be ranked in accordance with
each of the metrics (see rankings from 1 to 5 in the columns
under the headings VM 50, VM 52, VM 54, VM 56 and VM
58). For instance, with respect to the first metric of disk
writes before snapshot creation (e.g., the number of disk
writes before virtual machine snapshot creation), the virtual
machine with the greatest disk writes is given a ranking of
5 (i.e., VM 50) and the virtual machine with the lowest disk
writes is given a ranking of 1 (i.e., VM 58). In FIG. 9A,
higher rankings are used to indicate busier virtual machines,
but this is just one possibility. In other embodiments, lower
rankings could instead be used to indicate busier virtual
machines.

In the column with heading “Weight of Metric”, weights
are assigned to each of the metrics. Metric 1 (i.e., disk writes
before snapshot creation) is assigned a weight of 3, metric
2 (i.e., disk writes between snapshot creation and snapshot
removal) is assigned a weight of 2, metric 3 (i.e., time taken
to create snapshot) is assigned a weight of 1, and metric 4
(i.e., size of child disk) is assigned a weight of 4. Higher
weights may be assigned to metrics that are determined to be
more reliable indicators of disk write activity (and/or are
more correlated with the performance of virtual machines
and hypervisors). Such weights are exemplary and other
weights may be assigned in practice. It is possible that two
metrics may be assigned equal weights, and if there is no
information indicating which metrics are more reliable rela-
tive to other metrics, all metrics may be assigned equal
weights.

For each virtual machine, a consolidated rating may be
computed as a linear combination of the ranks weighted by
the metric weights. For example, for virtual machine 50, the
consolidated rating may be computed as 3*5+2%*4+1%3+
4*4=42. A higher consolidated rating may indicate a busier
virtual machine (i.e., a virtual machine with more disk write
activity). Therefore, among VMs 50, 52, 54, 56 and 58, VM
50 was determined as the busiest virtual machine, followed
by VM 52 as the second most busy virtual machine, VM 54
as the third most busy virtual machine, VM 56 as the fourth
most busy virtual machine, and VM 58 as the least busy
virtual machine. Accordingly, the virtual machine snapshot
associated with VM 50 could be removed first, followed by
the virtual machine snapshot associated with VM 52, and so
on.

FIG. 9A provides an example with one group of virtual
machines (e.g., VMs 50, 52 and 54) being busier than
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another group of virtual machines (e.g., VMs 56 and 58). In
contrast, FIG. 9B provides an example with one virtual
machine (i.e., VM 50) being busier than all the other virtual
machines (e.g., VMs 52, 54, 56 and 58). The order for
removing the virtual machines in the example of FIG. 9B
could be VM 50, followed by VM 56, followed by VM 54,
followed by VM 52 and finally VM 58.

In another embodiment, the virtual machines need not be
ranked with respect to one another (for each of the metrics).
Rather, the measurements for each metric can be viewed as
a vector, and a unit vector can be computed for each of the
vectors. For example, the following vectors may be formed
for metric 4:

size of child disk of VM 50
size of child disk of VM 52
size of child disk of VM 54
size of child disk of VM 56
size of child disk of VM 58

Vector v =

v
Unit vector # = —
[vl

A linear combination may be formed from each component
of the unit vectors to arrive at consolidated ratings (i.e.,
consolidated rating for VM 50 could be the linear combi-
nation of the first components of all of the unit vectors;
consolidated rating for VM 52 could be the linear combi-
nation of the second components of all of the unit vectors;
and so on). This approach preserves the relative magnitude
of the measurements for each metrics, as compared to the
approach with rankings, which loses the relative magni-
tudes. Other approaches to compute consolidated ratings are
possible and the two above-described approaches are merely
two examples.

It is further noted that, in the embodiments described
above, the order for initiating the creation of the virtual
machine snapshots was only based on metric 1. In other
embodiments, the order for initiating the creation of the
virtual machine snapshots may be based on one or more
metrics. For example, in addition to measuring the disk write
activity during a period of time prior to the snapshot of the
virtual machines, the disk read activity could also be mea-
sured, and such measurements could be used in conjunction
with measurements of the disk write activity to order the
creation of the virtual machine snapshots.

At this point, it may be illustrative to provide a numerical
comparison of the disk input/output (I/O) with and without
the above-described virtual machine ordering techniques.
Suppose there are ten virtual machines associated with a
volume, just as in the example of FIG. SA. Further suppose
that one of the virtual machines is busy and writes data at the
rate of 1 megabyte (MB) per second, while the other nine
virtual machines are relatively idle. In the worse case
scenario (without the above-described virtual machine
ordering techniques), the busy virtual machine’s snapshot is
created first and removed last. Further suppose that the time
duration between the creation and removal operations is 5
minutes. In this case, the virtual machine snapshot removal
process would cause an additional disk I/O of 300 MB reads
and 300 MB writes (i.e., reads and writes that would not
have occurred but for the virtual machine snapshot, 300 MB
calculated as 1 MB/second times 300 seconds). In contrast,
using the above-described virtual machine ordering tech-
niques, if the busy virtual machine’s snapshot is created last
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and deleted first and the time between these two operations
is 10 seconds, there is only an additional disk I/O of 10 MB
reads and 10 MB writes (10 MB calculated as 1 MB/second
times 10 seconds). The above-described virtual machine
ordering technique would result in a reduction of approxi-
mately 97% of the read and write [/O (97% calculated as
290/300).

While the discussion so far has been directed at ranking
virtual machines in accordance with their respective disk
write (and/or read) activity so as to determine an order in
which to create and remove snapshots of the virtual
machines, virtual machine rankings could be applied in
other contexts. For instance, virtual machine rankings could
be applied to better distribute virtual machines to hypervi-
sors and/or make recommendations on how to better dis-
tribute virtual machines to hypervisors. Upon ranking the
virtual machines of a volume, one might determine that the
top five virtual machines (i.e., the five virtual machines with
the highest disk write activity) are all associated with the
same hypervisor. In response to such determination, the top
five virtual machines could be distributed among all the
hypervisors (e.g., in the instance where there are five hyper-
visors associated with the volume, each hypervisor could be
paired with one of the five busy virtual machines).

As another application, virtual machine rankings (e.g.,
ranked in an order of importance rather than disk write
activity) could be applied to better distribute virtual
machines to datastores and/or make recommendations on
how to better distribute virtual machines to datastores. In the
scenario that a volume snapshot exceeds a desired time limit,
important virtual machines could be moved from datastores
with a low quality of service (i.e., datastores that experience
a high latency for requests) to datastores with a higher
quality of service (i.e., datastores that experience a low
latency for requests). For instance, a virtual machine hosting
an important application (therefore making it an important
virtual machine), such as a mail server, could be adversely
impacted if a virtual machine snapshot is retained for a few
minutes in every hour. This can happen when an hourly
snapshot of the important virtual machine is required for
business continuance. By moving the important virtual
machine to a different datastore with a higher quality of
service (or by moving less important virtual machine(s) out
of the same datastore as the important virtual machine), the
quality of service of the datastore servicing the important
virtual machine can be increased. “Important applications”
could be those applications that are user-facing and/or time
sensitive, such as a mail server, web server, etc.

As another application of virtual machine rankings, snap-
shots could be taken more often for busy virtual machines,
and less often for idle virtual machines.

As is apparent from the foregoing discussion, aspects of
the present invention involve the use of various computer
systems and computer readable storage media having com-
puter-readable instructions stored thereon. FIG. 10 provides
an example of a system 200 that is representative of any of
the computing systems discussed herein. Further, computer
system 200 may be representative of one or more of hyper-
visor manager 74, group management daemon 80 and pro-
tection manager 82, and may be representative of one or
more components that perform the processes depicted in
FIGS. 8A-8C. Note, not all of the various computer systems
have all of the features of system 200. For example, certain
ones of the computer systems discussed above may not
include a display inasmuch as the display function may be
provided by a client computer communicatively coupled to

25

30

35

40

45

55

18

the computer system or a display function may be unnec-
essary. Such details are not critical to the present invention.

System 200 includes a bus 202 or other communication
mechanism for communicating information, and a processor
204 coupled with the bus 202 for processing information.
Computer system 200 also includes a main memory 206,
such as a random access memory (RAM) or other dynamic
storage device, coupled to the bus 202 for storing informa-
tion and instructions to be executed by processor 204. Main
memory 206 also may be used for storing temporary vari-
ables or other intermediate information during execution of
instructions to be executed by processor 204. Computer
system 200 further includes a read only memory (ROM) 208
or other static storage device coupled to the bus 202 for
storing static information and instructions for the processor
204. A storage device 210, which may be one or more of a
floppy disk, a flexible disk, a hard disk, flash memory-based
storage medium, magnetic tape or other magnetic storage
medium, a compact disk (CD)-ROM, a digital versatile disk
(DVD)-ROM, or other optical storage medium, or any other
storage medium from which processor 204 can read, is
provided and coupled to the bus 202 for storing information
and instructions (e.g., operating systems, applications pro-
grams and the like).

Computer system 200 may be coupled via the bus 202 to
a display 212, such as a flat panel display, for displaying
information to a computer user. An input device 214, such as
a keyboard including alphanumeric and other keys, may be
coupled to the bus 202 for communicating information and
command selections to the processor 204. Another type of
user input device is cursor control device 216, such as a
mouse, a trackball, or cursor direction keys for communi-
cating direction information and command selections to
processor 204 and for controlling cursor movement on the
display 212. Other user interface devices, such as micro-
phones, speakers, etc. are not shown in detail but may be
involved with the receipt of user input and/or presentation of
output.

The processes referred to herein may be implemented by
processor 204 executing appropriate sequences of computer-
readable instructions contained in main memory 206. Such
instructions may be read into main memory 206 from
another computer-readable medium, such as storage device
210, and execution of the sequences of instructions con-
tained in the main memory 206 causes the processor 204 to
perform the associated actions. In alternative embodiments,
hard-wired circuitry or firmware-controlled processing units
(e.g., field programmable gate arrays) may be used in place
of or in combination with processor 204 and its associated
computer software instructions to implement the invention.
The computer-readable instructions may be rendered in any
computer language including, without limitation, C#,
C/C++, Fortran, COBOL, PASCAL, assembly language,
markup languages (e.g., HTML, SGML, XML, VoXML),
and the like, as well as object-oriented environments such as
the Common Object Request Broker Architecture
(CORBA), Java™ and the like. In general, all of the afore-
mentioned terms are meant to encompass any series of
logical steps performed in a sequence to accomplish a given
purpose, which is the hallmark of any computer-executable
application. Unless specifically stated otherwise, it should be
appreciated that throughout the description of the present
invention, use of terms such as “processing”, “computing”,
“calculating”, “determining”, “displaying”, “receiving”,
“transmitting” or the like, refer to the action and processes
of an appropriately programmed computer system, such as
computer system 200 or similar electronic computing
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device, that manipulates and transforms data represented as
physical (electronic) quantities within its registers and
memories into other data similarly represented as physical
quantities within its memories or registers or other such
information storage, transmission or display devices.

Computer system 200 also includes a communication
interface 218 coupled to the bus 202. Communication inter-
face 218 may provide a two-way data communication chan-
nel with a computer network, which provides connectivity to
and among the various computer systems discussed above.
For example, communication interface 218 may be a local
area network (LAN) card to provide a data communication
connection to a compatible LAN, which itself is communi-
catively coupled to the Internet through one or more Internet
service provider networks. The precise details of such com-
munication paths are not critical to the present invention.
What is important is that computer system 200 can send and
receive messages and data through the communication inter-
face 218 and in that way communicate with hosts accessible
via the Internet.

Thus, methods and systems for managing virtual machine
snapshots have been described. It is to be understood that the
above-description is intended to be illustrative, and not
restrictive. Many other embodiments will be apparent to
those of skill in the art upon reviewing the above descrip-
tion. The scope of the invention should, therefore, be deter-
mined with reference to the appended claims, along with the
full scope of equivalents to which such claims are entitled.

What is claimed is:

1. A method for creating and removing snapshots of a
plurality of virtual machines instantiated on a host, all of the
virtual machines storing data on a volume of a storage
system communicatively coupled to the host, the method
comprising:

receiving by a hypervisor manager a first request to create

snapshots of all of the virtual machines associated with
the volume so as to maintain a state of each of the
virtual machines, wherein the first request includes a
first order of the virtual machines, and the first order is
based on a first group of one or more metrics associated
with the virtual machines;

instructing by the hypervisor manager one or more hyper-

visors instantiated on the host to create, via a plurality
of snapshot creation operations, the snapshots of all of
the virtual machines associated with the volume,
wherein the virtual machine snapshot creation opera-
tions are initiated in the first order;

subsequent to the storage system taking a snapshot of the

volume, receiving by the hypervisor manager a second
request to remove the snapshots of all of the virtual
machines associated with the volume, wherein the
second request includes a second order of the virtual
machines, the second order is based on a second group
of one or more metrics associated with the virtual
machines, and at least one metric from the second
group does not belong to the first group, wherein the at
least one metric from the second group that does not
belong to the first group comprises, for each of the
virtual machines, a disk write activity of the virtual
machine during the snapshot of the volume; and
instructing by the hypervisor manager one or more of the
hypervisors to remove, via a plurality of snapshot
removal operations, the snapshots of all of the virtual
machines associated with the volume, wherein the
virtual machine snapshot removal operations are initi-
ated in the second order, and wherein the removal of all
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the virtual machine snapshots associated with the vol-
ume occurs without removal of the volume snapshot.

2. The method of claim 1, wherein the first group of
metrics include, for each of the virtual machines, a disk write
activity of the virtual machine prior to the creation of the
snapshot of the virtual machine.

3. The method of claim 1, wherein the second group of
metrics include, for each of the virtual machines, one or
more of a disk write activity of the virtual machine prior to
the creation of the snapshot of the virtual machine, a disk
write activity of the virtual machine after the creation of the
virtual machine snapshot and before the removal of the
virtual machine snapshot, a time taken to create the virtual
machine snapshot, and a size of a child disk associated with
the virtual machine.

4. The method of claim 3, wherein the at least one metric
from the second group that does not belong to the first group
further comprises the time taken to create the virtual
machine snapshot.

5. The method of claim 3, wherein the at least one metric
from the second group that does not belong to the first group
further comprises the size of the child disk associated with
the virtual machine.

6. The method of claim 1, wherein the first and second
requests are received from the storage system.

7. A server for creating and removing snapshots of a
plurality of virtual machines instantiated on a host, all of the
virtual machines storing data on a volume of a storage
system communicatively coupled to the host, the server
comprising:

a main memory;

a processor communicatively coupled to the main

memory; and

software instructions on the main memory that, when

executed by the processor, cause the processor to:

receive a first request to create snapshots of all of the
virtual machines associated with the volume so as to
maintain a state of each of the virtual machines,
wherein the first request includes a first order of the
virtual machines, and the first order is based on a first
group of one or more metrics associated with the
virtual machines;

instruct one or more hypervisors instantiated on the
host to create, via a plurality of snapshot creation
operations, the snapshots of all of the virtual
machines associated with the volume, wherein the
virtual machine snapshot creation operations are
initiated in the first order;

subsequent to the storage system taking a snapshot of
the volume, receive a second request to remove the
snapshots of all of the virtual machines associated
with the volume, wherein the second request
includes a second order of the virtual machines, the
second order is based on a second group of one or
more metrics associated with the virtual machines,
and at least one metric from the second group does
not belong to the first group, wherein the at least one
metric from the second group that does not belong to
the first group comprises, for each of the virtual
machines, a disk write activity of the virtual machine
during the snapshot of the volume; and

instruct one or more of the hypervisors to remove, via
a plurality of snapshot removal operations, the snap-
shots of all of the virtual machines associated with
the volume, wherein the virtual machine snapshot
removal operations are initiated in the second order,
and wherein the removal of all the virtual machine



US 9,442,937 B2

21

snapshots associated with the volume occurs without
removal of the volume snapshot.
8. The server of claim 7, wherein the first group of metrics
include, for each of the virtual machines, a disk write
activity of the virtual machine prior to the creation of the
snapshot of the virtual machine.
9. The server of claim 7, wherein the second group of
metrics include, for each of the virtual machines, one or
more of a disk write activity of the virtual machine prior to
the creation of the snapshot of the virtual machine, a disk
write activity of the virtual machine after the creation of the
virtual machine snapshot and before the removal of the
virtual machine snapshot, a time taken to create the virtual
machine snapshot, and a size of a child disk associated with
the virtual machine.
10. The server of claim 9, wherein the at least one metric
from the second group that does not belong to the first group
further comprises the time taken to create the virtual
machine snapshot.
11. The server of claim 9, wherein the at least one metric
from the second group that does not belong to the first group
further comprises the size of the child disk associated with
the virtual machine.
12. The server of claim 7, wherein the first and second
requests are received from a storage system on which data
of the virtual machines is stored.
13. A non-transitory machine-readable storage medium
for creating and removing snapshots of a plurality of virtual
machines instantiated on a host, all of the virtual machines
storing data on a volume of a storage system communica-
tively coupled to the host, the non-transitory machine-
readable storage medium comprising software instructions
that, when executed by a processor of a server, cause the
server to:
receive a first request to create snapshots of the virtual
machines associated with the volume so as to maintain
a state of each of the virtual machines, wherein the first
request includes a first order of the virtual machines,
and the first order is based on a first group of one or
more metrics associated with the virtual machines;

instruct one or more hypervisors instantiated on the host
to create, via a plurality of snapshot creation opera-
tions, the snapshots of all of the virtual machines
associated with the volume, wherein the virtual
machine snapshot creation operations are initiated in
the first order;
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subsequent to the storage system taking a snapshot of the
volume, receive a second request to remove the snap-
shots of all of the virtual machines associated with the
volume, wherein the second request includes a second
order of the virtual machines, the second order is based
on a second group of one or more metrics associated
with the virtual machines, and at least one metric from
the second group does not belong to the first group,
wherein the at least one metric from the second group
that does not belong to the first group comprises, for
each of the virtual machines, a disk write activity of the
virtual machine during the snapshot of the volume; and

instruct one or more of the hypervisors to remove, via a

plurality of snapshot removal operations, the snapshots
of all of the virtual machines associated with the
volume, wherein the virtual machine snapshot removal
operations are initiated in the second order, and
wherein the removal of all the virtual machine snap-
shots associated with the volume occurs without
removal of the volume snapshot.

14. The non-transitory machine-readable storage medium
of claim 13, wherein the first group of metrics include, for
each of the virtual machines, a disk write activity of the
virtual machine prior to the creation of the snapshot of the
virtual machine.

15. The non-transitory machine-readable storage medium
of claim 13, wherein the second group of metrics include, for
each of the virtual machines, one or more of a disk write
activity of the virtual machine prior to the creation of the
snapshot of the virtual machine, a disk write activity of the
virtual machine after the creation of the virtual machine
snapshot and before the removal of the virtual machine
snapshot, a time taken to create the virtual machine snap-
shot, and a size of a child disk associated with the virtual
machine.

16. The non-transitory machine-readable storage medium
of claim 15, wherein the at least one metric from the second
group that does not belong to the first group further com-
prises the time taken to create the virtual machine snapshot.

17. The non-transitory machine-readable storage medium
of claim 15, wherein the at least one metric from the second
group that does not belong to the first group further com-
prises the size of the child disk associated with the virtual
machine.



